INTRODUCTION
In the preceding chapter, we have modified the Playfair cipher by including interweaving and iteration. In this, the substitution table is represented in the form of a matrix of size 8x16. Further, the key consists of 64 distinct numbers, which lie between 0 and 127. The plaintext is taken in the form of a matrix of size 8x2. Thus the size of the key is 448 bits and the size of the plaintext is 112 bits.
For a detailed account of the formation of the substitution matrix, and for the rules in the development of the cipher, one may refer to section 8.2.
In this chapter, we extend the analysis of the above cipher, by taking a plaintext of any size in general. However, we focus our attention on two cases: (1) The plaintext is a matrix of size 8x8, and (2) It is of size 8xm, where m depends upon the length of the plaintext.
Here, we notice that the substitution and the interweaving together with the iteration play a predominant role in strengthening the cipher.
In section 9.2, we present the development of the cipher. In section 9.3, we put forth the encryption and decryption algorithms. Then in section 9.4, we illustrate the cipher with a pair of examples. We discuss Avalanche effect and the cryptanalysis in sections 9.5 and 9.6 respectively. Finally we deal with the computations and conclusions in section 9.7.
DEVELOPMENT OF THE CIPHER
Consider a plaintext P. On using the ASCII code, let it be represented in the form of a matrix of size nxm, by placing the numbers, corresponding to the plaintext characters, in a column wise manner (pad if needed).
Let the plaintext matrix P be represented as Let us now describe the process of substitution. To this end, we focus our attention on the first two columns of this matrix. On using the set of substitution rules (mentioned in section 8.2), the matrix P assumes the form 
where Qs are the elements obtained on substitution.
We now take the third and fourth columns of the P, and carry out the substitution process by using the substitution matrix. In a similar manner, we perform the substitution to the pairs of columns (5,6), (7, 8) and so on till we exhaust all the columns. However, if the plaintext matrix contains odd number of columns, we pad it by including eight more additional characters, so that the number of columns becomes even. Then the matrix assumes its final form at the end of the substitution, denoted by Q.
We now apply the process of interweaving on the matrix obtained above. Firstly, we convert the elements of Q into their binary form.
Since each element of Q lies between 0 and 127, it can be represented in terms of seven binary bits. Thus we have Here, each element of the column is moved up by one row with the element in the first row circularly following the last. We apply similar procedure on all the odd numbered columns. We then apply a circular left shift by one position on all the even numbered rows.
Converting the matrix b into its decimal form, we get the modified Q.
On applying the aforementioned processes, i.e., substitution and interweaving for N rounds, we get the ciphertext C. This completes the process of encryption. The process of decryption is opposite to that of encryption. The reverse process of interweaving is called as inverse interweaving and that of substitution as reverse substitution. These are employed in the process of decryption.
The schematic diagram describing the cipher is given in Fig. 9 .1.
In this analysis, N denotes the number of iterations and it is taken as 16. 2. Construct Substitution matrix 3. P 0 = P; 4. for i=1 to N { P i = Substitute(P i-1 ); interweave(); } 5. C = Substitute(P N ); 6. write C; 9.3.2 ALGORITHM FOR DECRYPTION 1. read n,N,K,C; 2. Construct Substitution matrix 3. P N =reverse substitute(C); 4. for i=N to 1 { invinterweave(); P i-1 = reverse substitute(P i ); } 5. P=P 0 ; 6. write P; 9.3.4 ALGORITHM FOR INTERWEAVE 1. construct [b ij ],i=1ton,j=1to7m from P; 2. for j=1 to 7m in step 2 { k=b 1j ; for i=1 to n-1 { b ij =b (i+1)j ; } b nj =k; } 3. for i=2 to n in step 2 { k=b i1 ; for j=1 to 7m-1 { b ij =b i(j+1) ; } b in =k; } 4. Construct P from b ij ;. 9.3.5 ALGORITHM FOR INVINTERWEAVE 1. construct [b ij ],i=1to8,j=1to7m from P; 2. for i= n to 2 in step 2 { k=b i7m ; for j= 7m to 2{ b ij =b i(j-1) ; } b i1 =k; } 3. for j = 7m-1 to 1 in step 2{ k=b nj ; for i= n to 2 { b ij =b (i-1)j ; } b 1j =k; } 4. Construct P from b ij ;
ILLUSTRATION OF THE CIPHER
Consider the plaintext given below.
No one shall forget the past. The destruction of Hiroshima and Nagasaki, as the destiny speaks, shall be remembered for ever. Whenever we think of the development of the nuclear energy, we must fully feel that it should be utilized for the welfare of the mankind. Transmit this message as safely as you can. On adopting the procedure described in section 2 of chapter 8, we get the substitution matrix given by (9.4.4). 127  126  123  110  106  104  103  101  100  98  97  96  95  94  93  92   91  90  89  88  87  86  85  84  82  81  80  79  78  77  76  75   73  72  71  70  69  68  67  66  65  64  59  55  48  39  34  32   25  24  23  22  21  20  18  17  16  14  13  9  7  5  2  1   28  107  0  74  50  83  111  114  4  105  109  19  10  44  40  36   121  15  54  3  52  113  37  56  125  122  26  116  31  6  120  57   61  27  99  112  42  38  119  47  51  115  102  108  30  46  41  8   11  58  35  60  29  63  12  45  43  117  118  49  33  124  62  53 (9.4.4) On applying the substitution process, we get the modified plaintext, denoted by P 1 , as (9.4.5)
On using the process of interweaving, we get the transformed plaintext as 94  35  22  18  17  11  31  64   115  82  20  116  99  88  108  81   89  99  69  67  44  79  59  71   81  68  90  2  55  120  110  1   46  52  36  123  47  40  119  28   16  89  5  105  9  55  114  31   60  42  44  123  116  87  114  86   65  36  122  126  14  40  56  42 (9.4.7)
In the process of decryption, we take the cipher text C, obtained above, and apply the reverse substitution procedure. Thus we get On employing the inverse interweaving process, we get the modified P N as 123  124  68  57  88  45  123  50   77  98  68  18  57  76  61  71   3  33  4  72  19  111  38  78   42  2  34  12  1  50  63  43   43  44  5  86  105  80  45  77   31  33  2  94  28 The ciphertext corresponding to the above mentioned plaintext (taken as a single block of 320 characters), in its hexadecimal notation, is obtained as
(9.4.14) It can be verified that the ciphertext obtained above can be brought back to its original form by applying the decryption process.
In what follows, we discuss the desirable property of a block cipher.
This will indicate how far the confusion and diffusion are taking place.
AVALANCHE EFFECT
If we change the 4 th character of the plaintext given by (9.4.2), from o to n (i.e., from ASCII code 111 to 110), the plaintext will change by one binary bit.
(9.5.
3)
The ciphertexts given in (9.5.1) and (9.5.3) differ by 241 bits (out of 448 bits) which is conspicuous.
From the above analysis, we notice that this cipher produces strong avalanche effect.
CRYPTANALYSIS
The Never the less, ciphers are generally designed to resist the first two attacks [21] . In all these attacks, the algorithm and the ciphertext are clearly known to the cryptanalyst.
In this block cipher, the key is containing 64 distinct numbers, wherein, each number is lying between 0 and 127. Thus, the size of the key space is At the end of the iteration process, the relation between the ciphertext C and the plaintext P can be written in the form
As P is totally under the influence of the substitution process and the interweaving, it cannot be transferred to the left side (after obtaining the modular arithmetic inverse of P), for breaking the cipher. Thus, this cipher is unbreakable by the known plaintext attack.
From the above discussion, we conclude that it is difficult to break this cipher by the usual cryptanalytic attacks.
COMPUTATIONS AND CONCLUSIONS
In The time required for the encryption of the entire plaintext given in (9.4.1) (taken as a single block) is 20.5*10 -3 seconds, and that of the decryption is 20.5*10 -3 seconds.
From the cryptanalysis carried out in this analysis, we conclude that the cipher is a potential one, and it is difficult to break the cipher.
